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Abstract
Increasing soft error rate and decreasing
technological nodes sizes pave a way for Error
Correcting Codes (ECC) widespread use in embedded
systems. Depending on application safety goals and
acceptable performance and area overhead, different
codes can be selected. The goal of this paper is to
investigate the efficiency and expediency of two of the
most prominent ECC codes, Hamming and Hsiao, in the
context of embedded memories and provide practical
guidance for their exploitation.

1. Introduction
The existence of soft errors in System on Chips
(SoC), especially in embedded memories, is already
well known for a long time as a result of interaction with
charged particles or due to radiation. The main cause of
such errors are alpha particles emitting in integrated
circuits and cosmic rays coming from the outer space as
recent studies show [1]-[3]. Soft errors, compared to
hard errors, have transient nature, and do not cause
permanent damage to memory cells. Over the last 50 to
60 years, this field was well investigated and a fair
amount of research studies have been published. In the
end, number of solutions were proposed to deal with
these types of errors having different complexity,
performance and area indices.
With the growing reliability concerns, detection and
correction of soft errors becomes critical. This problem
is especially compounded by the fact that over the recent
years the modern technology continues to aggressively
shrink and has already reached and, moreover,
surpassed the boundary of 10nm feature sizes. This was
made possible due to such technologies like FDSOI and
FinFET. With each technology node reduction, the
technology complexity and the packing density of the
memory array constantly increases. Subsequently, the
probability of occurrence of transient errors increases
proportionally [2], [4]. This means that it should be
considered as a serious menace for applications which
specifically require high level of safety and reliability
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like automotive, biomedical, and to some extent also
Internet of Things (IoT) and mobile industries.
Fortunately, there are already established solutions
which were verified and proved to be viable over the
years. ECC is a technique which is being commonly
used for this purpose. It is based on the concept of using
check bits which are determined by even parity checks
over selected data bits and storing or transmitting them
along with the data bits. Several variations of ECC
codes exist most common of which are:
• Single error detection (SED)
• Single error correction (SEC)
• Single error correction & Double error
detection (SEC-DED)
There are also other more complex types of ECC
codes which provide multiple error detection and
correction ([5]-[6]), but they usually imply high
performance and area penalty and are therefore not
practical for usage especially in embedded and real-time
applications.
Despite the fact that coding theory has developed
greatly over the recent years [5], [7], many of the first
developed codes are still being used as robust and lightweight solutions. Particularly, Hamming SEC code and
its extension to SEC-DED [8] designed by one of the
originators of this theory are still the first-choice codes
for many applications. Another ECC code designed by
Hsiao in 1970 [9] is modified version of Hamming SECDED code which is also widely used in modern systems.
Hamming and Hsiao codes provide different trade-offs
between implementation of the code and the imposed
overhead.
This paper aims to provide the comparative overview
of both Hamming and Hsiao codes from the perspective
of their usability for modern embedded memories.
Experimental results are included to provide
complexity, area, and performance numbers for
practical application scenarios.

2. Coding Theory Basics
Coding theory is a broad concept and has many
applications in various fields performing data
compression, cryptographic, networking, data storage

and many other functions. It was initially developed for
communication systems working in the noisy
environments. Shannon and Hamming are usually
considered as the originators of this theory since they
were first who investigated the problem of error-prone
communication channels and developed first codes.
In this paper only the block codes are discussed, i.e.,
when the data space is divided into blocks of fixed
number of bits, which are referred as data words and the
code is constructed for each of the words separately.
Assume that the original word consists of k data bits.
This means that there are 2 to the power of k possible
words in the data space considering that each data bit
contains either 0 or 1 value. Hamming showed that each
data word can be augmented with certain number of
redundant bits that would allow to detect whether errors
have occurred during the word transmission and
eventually correct them. The function of the additional
bits is to perform the parity checks over certain data bits
and using the fail pattern detect the mismatch.
ECC is a two-step process consisting of encoding and
decoding. During the encoding step all the necessary
calculations are performed to generate required number
of check bits. During the decoding step using check bits
values it is determined whether the actual retrieved data
contains errors or not and fix them if possible.
Before moving forward, some terminology must be
defined first. The word comprised of data bits and check
bits is called a codeword and thereby the code is defined
as the set of all possible codewords. The code is called
linear if a linear combination of any of its two
codewords is also a codeword. The Hamming weight of
the codeword is defined as the number of its non-zero
elements. The number of positions two codewords
differ, i.e., otherwise said, the Hamming weight of the
XOR sum of two codewords is called the Hamming
distance between two codewords. The minimum
Hamming distance of a code is defined as the minimum
of the distances between all pairs of its codewords, i.e.,
in case of linear codes it is the minimum weight of its
nonzero codewords. This notion of distance allows to
define the relationship between minimum distance of
the code and the codes capability of error detection
and/or correction. Table 1 shows the minimum
Hamming distance requirements in the case of SED,
SEC and SEC-DED codes respectively.
Table 1. Minimum Hamming Distance Criteria
ECC Type
SED
SEC
SEC-DED

Minimum Hamming Distance
2
3
4

For the convenience of calculations, linear code can
be fully specified with its r x (k+r) parity-check matrix,
where k is the number of data bits and r is the number

of check bits. It determines which data bits are added to
generate the check bits and has the following structure:
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H is also called a generator matrix. The matrix Cr
does not play essential role for check bits’ generation
part but it is required during the decoding step where the
obtained codeword is checked for the errors. If we
denote the data bits as d = (d1, …, dk) and check bits as
c = (c1, …, cr) then c is calculated in the following way:
c = H * (d,0) = Hr,k * d (2)
Denote the resulting codeword comprised of data and
check bits as w, i.e., w = (d, c). The important
characteristic of the parity-check matrix is that for any
error-free codeword w the following equation holds:
s = w * HT = 0 (3)
In equation (3), the computed s vector of length r is
called an error syndrome. So this means that if for any
word w, its syndrome s=0 then w is a codeword.
Depending on the code’s capability of error detection
and correction, the syndrome allows to determine the
nature of the error (whether it is single-bit error, doublebit or other) as well as to localize the error position.

3. Hamming Code
Hamming Code is one of the first ECC codes,
designed by Hamming as early as in 1950. Hamming
proposed a scheme to build a code which satisfied a
minimum distance criterion for SEC. To achieve it, the
parity-check matrix requires all columns to be unique
and non-zero. The general concept lying behind the
construction of Hamming parity-check matrix is using
the binary representation of bits’ positions in the word.
For the Cr matrix the identity matrix is used, i.e., the
binary representations of powers of 2’s (1, 2, 4, …) since
it has the advantage of making the parity check bits
independent of each other. The columns of Hr,k matrix
are constructed using the remaining natural numbers’
binary representations in the ascending order (3, 5, 6, 7,
etc.). So the H matrix has the following structure:

H = [H r, k
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From equation (2) it follows that the first check bit
checks the parity of those data bits whose corresponding
column-vectors in H matrix contain 1 in the first
position, i.e., are odd numbers in decimal representation
(3, 5, 7, …). Similarly, second check bit checks those

data bits whose corresponding column-vectors contain
1 in the second position (3, 6, 7, …) and so forth. This
coding scheme allows to make the implementation of
Hamming code quite simple and easy to implement.
Number of check bits should be selected such that the
syndrome calculated via equation (3) can differentiate
between error-free case (i.e., when s = (0, …, 0)) and
each separate case when the error is situated in one of
the k data bits or r check bits. In other words, syndrome
should be able to differentiate between k+r+1 distinct
cases, which is possible only when 2r  k+r+1. That
means r should be selected as a minimum natural
number for which
2r – r – 1  k (5)
After constructing the syndrome, the following
procedure is used to determine the existence of errors:
1. If s = 0, then the codeword is error-free.
2. If s  0 and the syndrome is identical to i-th
column-vector in H, then the corresponding
error is in i-th bit of the codeword (data or check
bit). In order to correct the error, i-th bit of the
word should be inversed.
3. Otherwise, two or greater number of errors are
detected which is not possible to correct.
It is important to note that there is a certain
probability that if codeword contains two or greater
number of errors, it’s syndrome may match one of the
column-vectors in H, in that case it is treated as a single
error and miscorrection is performed. Moreover, there is
a small chance that erroneous word’s syndrome is equal
to 0, then the received codeword is treated as error-free.
Hamming also provided a way to extend Hamming
SEC code into SEC-DED code. The main idea is to add
overall parity check bit, which checks the parity of all
data bits in a word. The parity-check matrix of the
Extended Hamming code has the following structure:
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The number of check bits of Hamming SEC-DED
code compared to SEC code is always one more, thus
the equation (5) can be rewritten in the following way
for Extended Hamming code:
2r-1 – r  k (7)
The decoding procedure of Extended Hamming
code is a little bit different compared to Hamming SEC
code and has the additional step for double error
detection:
1. If s = 0, then the codeword is error-free.

2.

If s  0 and sr = 0 (overall parity bit is 0), then
double error (or even number of errors) is
detected, which is not possible to correct.
3. If s  0 and the syndrome is identical to i-th
column-vector in H, then the corresponding
error is in i-th bit of the codeword (data or check
bit). In order to correct the error, i-th bit of the
word should be inversed.
4. Otherwise, three or greater odd number of errors
is detected which is not possible to correct.
Similar to the case with SEC code there is a certain
probability of miscorrection and four or greater even
number of errors remaining undetected.

4. Hsiao Code
In 1970 Hsiao proposed a new code scheme which is
an optimization over Hamming code. The idea is based
on constructing the parity-check matrix consisting of
distinct, odd-weight column-vectors. Since the columns
are distinct and non-zero they are linearly independent
thus Hamming distance 3 requirement is satisfied for
SEC. Moreover, sum of any three distinct odd-weight
vectors is also an odd-weight vector, which means that
distance 4 requirement is also satisfied and the designed
code is SEC-DED per Table 1.
The parity-check matrix for Hsiao code is constructed
in a slightly different way. For Cr matrix all
combinations of 1-out-of-r column-vectors are used. Hr,k
matrix is filled with combinations of 3-out-of-r columnvectors followed by 5-out-of-r, 7-out-of-r and so forth
until all k columns get selected. The advantage over
Hamming SEC-DED code is that overall parity check is
not required and the number of 1’s in the matrix is
minimized resulting into faster calculations. If the oddweight column-vectors are selected in a way that the
number of 1’s in each row is kept close to the average
number of 1’s in a row, then it is possible to reduce the
number of required logic gate levels of the hardware.
The double error detection is possible since if there
are even number of errors in the codeword the calculated
syndrome will have an even weight. The number of
required check bits should be enough to generate k
distinct odd-weight columns thus it should be selected
as the minimum natural number for which:
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Easy to show that this leads to the same number as in
the case of Hamming SEC-DED code since
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The decoding procedure for Hsiao is the following:

1.
2.

If s = 0, then the codeword is error-free.
If s  0 and overall parity (i.e., XOR sum) of all
syndrome bits is equal to zero then double error
(or even number of errors) is detected, which is
not possible to correct.
3. If s  0 and the syndrome is identical to i-th
column-vector in H, then the corresponding
error is in i-th bit of the codeword (data or check
bit). In order to correct the error, i-th bit of the
word should be inversed.
4. Otherwise, three or greater odd number of errors
is detected which is not possible to correct.
The same observations can be done also for cases
when 3 or greater number of errors are not detected or
miscorrected although the experimental results brought
in [9] show that their percentage has decreased
compared to Hamming code.

4. Experimental Results
Considered ECC codes have wide application in the
scope of embedded applications. This especially refer to
random access memories (RAMs) which span most of
the space on system-on-chip (SOC). In this case the goal
is to ensure that the stored data was not corrupted over
the course of time while SoC is in mission mode. The
encoder task is to calculate the values of check bits
during the write operation to memory and store them
along with the data. Meanwhile the decoder task is to
check whether the same data is received during the read
operation from memory. To evaluate and compare the
performance of ECC codes for RAMs, several
experiments were done for different configurations of
memories. For experiments 16nm single port memory
instances were used. The implementation of Hamming
and Hsiao codes was done exactly the way they were
described above. Tables 2 and 3 demonstrate the
obtained area and logical gate levels numbers for both
Hamming and Hsiao codes for different data lengths. As
experiments show Hamming codes are preferable for
smaller data lengths while the efficiency of Hsiao codes
is becoming visible for bigger data lengths mainly due
to improved decoding logic.
Table 2. Logical Gate Levels Numbers
ECC Type
Hamming
SEC
Hamming
SEC-DED
Hsiao
SEC-DED

Number
of Data
Bits
8
64
310
8
64
310
8
64
310

Number
of Check
Bits
4
7
9
5
8
10
5
8
10

Encoder
Logic
Levels
2
5
12
2
6
14
2
5
10

Decoder
Logic
Levels
6
14
17
6
15
18
8
13
15

Table 3. Area numbers
ECC Type
Hamming
SEC
Hamming
SEC-DED
Hsiao
SEC-DED

Number
of Data
Bits
8
64
310
8
64
310
8
64
310

Number
of Check
Bits
4
7
9
5
8
10
5
8
10

Encoder
Area
(um2)
7.78
70.81
350.28
8.92
82.06
407.26
9.02
80.92
402.64

Decoder
Area
(um2)
16.38
148.21
573.92
19.39
152.57
582.06
20.03
137.49
535.90

5. Summary
The aim of this paper is to conduct the research study
on two of the most popular linear ECC codes, Hamming
and ECC, and explore the efficiency of their application
in embedded systems. As the results show Hamming
codes are simpler to implement and display better
efficiency for smaller data lengths while Hsiao code are
more complex but have better performance especially
for larger data sizes. This means there is an
implementation and performance trade-off between
Hamming and Hsiao codes which should be considered
for each specific application scenario.
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